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SENTIENT CONTROL SOLUTIONS

1 Overview

Senticon LoraWan devices have three basic types of messaging: -

e  Automatic transmission of Measurements, Setpoints and Outputs from Device to the Gateway (Uplink)
e Packaged Write of up to 6 values to the Device (Downlink)
e  Single Write to the Device (Downlink)

The below figure illustrates the automatic transmission of data by the Uplink and packaged write Downlink.

e Application - Edit Device ac1f09ff0308118a

(3 Network ) .
Device-TCR10 Device 1

‘% channel Plan
Overview Configuration Activation Downlink Live Device Data
Ll LoRa Network
Network Settings 2023/08/21 17:24:41 Uplink 3c 6401 1d 01 1d 00 65 01 93 00 65 01 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23
Network Server Status
2023/08/2117:23:42 Uplink 3c64011d011d 0061 0192006201 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23
Gateway
Application 2023/08/2117:22:41 Uplink 3c 6401 1d 01 1d 00 63 01 91 00 63 01 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23
Global Integration
2023/08/21 17:21:42 Uplink 3c 6401 1d 01 1d 00 64 01 91 00 64 01 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23

Multicast Group

2023/08/21 17:20:41  Uplink 3C 6401 1d 01 1d 00 63 01 92 00 63 01 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23

& Services

2023/08/21 17:19:42 Uplink 3c64011d011d00B1 0192006101 1d01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23
B system

2023/08/21 17:18:44 Uplink 3c 64 01 1d 01 1d 00 60 01 91 00 60 01 1d 01 1d 00 00 01 1d 01 1d 01 1d 01 1d 23

3

2023/08/21 17:17:56 Downlink 3e 44 03 5c 00 e3 03 7a 02 a6 00 02 00 03 23

Figure 1: Automatic Uplink Message and Package Write (Downlink) Message Example.
The Automatic Upload interval can be configured by the Device Configuration Tool.

Config
APPKEY 53383100 | [4C574731| 33303031 | 39313038 | Copy

Join Retry Interval (Secs) 20 s
Upload Interval {Ming) 1 -

i
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2 Automatic Uplink Payload Format

The Senticon devices send automatically, the following payload format that consists of 27 bytes of the data, to the LoraWan network.
<d <Regl> <Reg2> <Reg3> <Reg4> <Reg5> <Regb6> <Reg7> <Reg8> <Reg9> <Regl0> <Regll> <Regl2> #

<d = signifies automated message from the device; ASCII in HEX ‘0x3c64’
<RegX>; = 1l6-bit value (2-bytes) of Register X, 12 registers
# = end of message; ASCII to HEX = 0x23

The Register value that is transmitted is configured in the device configuration under the LORA menu. Each register can be
configured to read any of the valid registers from the device. E.g. to read temperature that resides in the Register 400 of the device,
Regl is configured with value of 400 (default configuration). The LoraWan interface then requests the value from the Register 400
(=temperature) and transmits the value using 16-bit message (e.g. '’x011d’ = 285/ 100 = 28.5°C).

Please consult the corresponding product data sheet for the available registers.

Note: If non-existing register is configured to the Uplink Register 1-12 parameter, or if the register value is set to 0, the device will
return FFFF.

& Device Configuration Tool - O X
Device Tools About
Device Corfiguration  Product Corfig  Analog Inputs  Sensors  TouchPad  Outputs  Memory  Skin+ LoRa
- - LIVE VIEW
Online - INPUT / OUTPUT SETTINGS 250 Uplink Register 1 »
?CﬂummﬂONSETmGS
Apply Changes 1 DISPLAY SETTINGS 5 Uplink Register 2 401 =
- CONTROL - _ ) s
: - 402
SYSTEM 252 Uplink Register 3 =
(- BACNET 257 Uplink Register 4 I
Factory Defautts
254 Uplink Register 5 (410 = L
Load Application |
5 Uik Rt |
Save Application o —
156 Uplink Register 7 412 = k
57 Uplink Register 8 (413 = |
252 Uplink Register 3 [414 : I
959 Uplink Register 10 [415 = ‘
I
Uplink Register 12 421 =
62 Wte Register 1 [701 2 t
Write Register 2 |681 =
255 Write Register 4 (0 =
XCR1_v145 v
|
COM Port [COM15 v

Figure 2: Configuration of Automatic Uplink Message Registers using the Device Configuration Tool.

The default settings for the Automatic Uplink Registers are as follows: -

For QTCR10/QCR10 devices

<Regl> = 400 - Temperature Sensor, Signed 16-bit value (2-bytes
28.5°C sends 285 = 0x011d

<Reg2> = 401 - Humidity Sensor, Unsigned 16-bit value (2-bytes) of humidity x10 in HEX e.g. 67.2%
sends 672 = 0x02a0

of temperature x10 in HEX e.g.
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<Reg3> = 402 - CO2 Sensor, Unsigned 16-bit value (2-bytes) of CO2 x1 in HEX e.g. 1270ppm sends
1270 = 0x04f6

<Reg4> = 403 - VOC Sensor, Unsigned 1l6-bit wvalue (2-bytes) of VOC x1 in HEX e.g. 130index sends
130 = 0x0082

<Reg5> = 410 - Universal Input 1, Signed 16-bit value (2-bytes) of UIl x10 in HEX e.g. 27.8°C
sends 278 = 0x0116

<Reg6> = 411 - Universal Input 2, Signed 16-bit value (2-bytes) of UI2 x10 in HEX e.g. 20.0°C
sends 200 = 0x00c8

<Reg7> = 412 - Y1 Output, Unsigned 16-bit value (2-bytes) of Y1l x10 in HEX e.g. 56.7% sends 567 =
0x0237

<Reg8> = 413 - Y2 Output, Unsigned 16-bit value (2-bytes) of Y2 x10 in HEX e.g. 100.0% sends 1000
= 0x03e8

<Reg9> = 414 - Y3 Output, Unsigned 16-bit value (2-bytes) of Y3 x10 in HEX e.g. 100.0% sends 1000
= 0x03e8

<Regl0> = 415 - Y4 Output, Unsigned 16-bit value (2-bytes) of Y4 x10 in HEX e.g. 20.6% sends 206
= 0x00ce

For QCR/TCR

<Regll> = 420 - Calculated Setpoint, Signed 16-bit value (2-bytes) of calculated setpoint x10 in
HEX e.g. 16.8°C sends 168 = 0x00a8

<Regl2> = 421 - Calculated Aux Setpoint, Signed 16-bit value (2-bytes) of calculated setpoint
x10 in HEX e.g. 30.9°C sends 309 = 0x0135

Example of Uplink Message is illustrated in Figure 3 and Table 1 shows how the uplink message can be converted to Human
Readable Values.

Device-TCR10 Device 1
Overview Configuration Activation Downlink Live Device Data

2023/08/22 10:51:09  Uplink 3c 64 01 10 01 8e d&f1 00 64 00 01 00 01 00 00 00 00 00 00 00 00 00 eb 01 07 23
2023/08/22 10:50:10 Uplink 3c 64 01 10 01 8e d&f1 00 5e 00 01 00 01 00 00 00 00 00 00 00 00 00 eb 01 07 23

Figure 3: Example of the Uplink Message Data Received on the LoraWan gateway using the default configuration.

LORA AUTOMATED UPLINK MESSAGE

Returned LORA Message

3c 64 01 10 01 8e da f1 00 64 00 01 00 01 00 00 0O 00 00 00 00 00 00 eb 01 07 23

Message Breakdown Returned Message Parts Returned Integer Default Reg Default Reg Description
Message Prefix 3ced <d

Register 1 0110 0110 272 400 Temperature Sensor

Register 2 01 Be 018e 398 401 Humidity Sensor

Regiﬁr 3 da f1 dafi 55537 402 CO2 Sensor

Register 4 00 64 0064 100 403 VOC Sensor

Register 5 0001 0001 1 410 Uil

Register & 0001 0001 1 411 Uiz

Register 7 00 00 0000 0 412 Y1

Register 8 0000 0000 o 413 Y2

Register 9 00 00 0000 0 414 Y3

Register 10 0000 0000 o 415 Yd

Register 11 00 eb 00eb 235 420 Calculated Multi-5tage Setpoint
Register 12 0107 0107 263 421 Calculated Aux Setpoint
Message End 23 #

Note: In most cases the Returned Integer is divided by 10 to get decimal value. Please refer to data sheet for the particular register scaling.

Table 1. Example Uplink Message Conversion to Human Readable Values (Returned Integer). Please note than depending on the
parameter being sent the Integer value is then divided by 10 to get the actual value. E.g. returned temperature field is 272 / 10 =
27.2°C.
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3 Package Write Message Payload Format

The Senticon devices have packaged write message option, that consists of 15 bytes of the data — 6x Senticon device registers.
The packaged write allows the LoraWan gateway to send on a single message number of control signals and settings to the Senticon

device.

>D <Regl> <Reg2> <Reg3> <Reg4> <Regb> <Reg6>#

>D = signifies message from the gateway; ASCII in HEX
(2-bytes)
ASCII to HEX

<RegX>;

= 16-bit value

# = end of message;

The Register value that is transmitted is configured in the device configuration under the LORA menu.

Figure 4: Configuration of Package Write Message Registers using the Device Configuration Tool.

The default registers for the package write are:-

XCR1_v145

For QTCR10/QCR10 devices

<Regl> = 701 - Multi-Stage Loop Nominal Setpoint,

of Register X,

0x23

Uplink Hegister &
Uplink Register 9
Uplink Register 10
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‘0x3e44’

6 registers

Signed 16-bit value

x10 in HEX e.g.

22.5°C x10 = 225 -> 0x0016
<Reg2> 681 - Override Control Mode (0=Occupied/l=Unoccupied/2=0ff), Unsigned 16-bit value (2-
bytes) x1 in HEX e.g. 1 x1 =1 -> 0x0001
<Reg3> 0 -> Not in use
<Reg4> 0 -> Not in use
<Regb> 0 -> Not in use
<Reg6> 0 -> Not in use
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The table and images below illustrate the package write message format, corresponding configuration on the device configuration
tool and example downlink message on a gateway.

- H e UEMANL JIaNALY -~
Online 1 INPUT / OUTPUT SETTINGS ok Regisier 3 [E0Z — o~
- UNIVERSAL INPUTS S R Regier =
ANALOGUE OUTPUTS 53 Uplink Register 4 [403 B
- DIGITAL INPUTS SETTINGS N -
- DIGITAL OUTPUT SETTINGS 254 Upink Register 5 [410 =
CALIBRATION SETTINGS 5
Upirk Register & [411 o
Factoy Defauts | | (5. pispLaY SETTINGS Pl rea
- GENERAL Uplk Register 7 [412 =
Eoad iy i) LOCATION 1 {PRIMARY) i Feasers 113 -
bk Regter
Save Application ~-LOCATION 2
LOCATION 3 Uplink Register 3 [414 :
- LOCATION 4
= CONTROL £55  Uplink Register 10 [415 =

CONTROL MODES AND OVERRIDES
- MULTI-STAGE CONTROL LOOP
- AUXILIARY CONTROL LOOP
CHANGE-OVER
- LOW/HIGH LIMIT RESET
MAX FUNCTION /
- FAN CONTROL
- AIR QUALITY CONTROL 864
HUMIDITY CONTROL
- SYSTEM \

- BACNET
v
XCR1_v145 L°

Iplink Register 12
Write Register 1
Write Register 2
Write Register 3
Wite Register 4 |534 S
Wiite Register 5 |761 2

Wiite Register 6_[7!

=
i

Figure 5: Example Configuration of Package Write M

LORA PACKAGED WRITE DOWNLINK MESSAGE

Message Breakdown Value to Write Raw Value to Write

Message Prefix =D
Register 1 235 235
Register 2 2 2
Register 3 2563 2683
Register 4 787 787
Register 5 200 800
Register 6 55 55

Message End

LORA MESSAGE WRITE
3E4400EBOO02010703130320003723

essage Registers on the Device Configuration Tool.

Value in HEX Reg Description

Eas

O0EB Mominal Setpoint

0002 Override Control Mode (2=0FF)
0107 Auxiliary Loop Setpoint

0313 ¥1 Analogue Output Override
0320 CO2 Control Loop Setpoint
0037 Humidity Setpoint

|# |23
]

Table 2: Example Package Write Message construction for the Lorawan Gateway.

Downlink Live Device Data

Confirmed ‘:\_J‘

FPort |1

Device-TCR10 Device 1

Overview Configuration Activation Downlink

<3

I}‘EXEMBS | E 44 00 EB 00 02 01 07 03 13 03 20 00 37 23

2023/08/22 10:46:58 Downlink 3e 44 00 eb 00 02 01 07 03 13 03 20 00 37 23

Figure 6: Example Package Write Message send on the LoraWan Gateway.

Live Device Data

Sentient Control Solutions

www.senticon.co.uk

50f7



Senticon Ltd LoraWan Payload Specification V2

4 Single Write Payload Message (Request Information / Writing Settings

It is also possible for the gateway to request any available information from the devices and/or write settings back to device using
single write message. This is done using packaging Senticon’s common data access protocol to the LoraWan payload.

WARNING: Single parameter write / data request does not support buffering. If multiple requests are required to be sent to
a device, a delay must be implemented on the gateway between the messages. Alternatively monitor the response from
the device before transmitting the next message.

4.1 Requesting Data from the Device
The common data access protocol follows the following format to request the information: -

>p <4-byte Register> #

where
>p = specifies data request from the device, 0x3E70
<4-byte Register> = the device data register in HEX format e.g. Temperature Sensor Register is

400 = 0x0190

# = end of message; ASCII to HEX = 0x23

The device will respond

<p <4-byte register> <8-bytes data> #

where

<p = specifies data received from the device

<4-byte Register> = the device data register in HEX format e.g. Temperature Sensor Reg is 400 =
0x0190

<8-bytes data> = the current value received in 8-bytes e.g. 0x000000C3 = 195 (19.5°C)

# = end of message; ASCII to HEX = 0x23

Few examples are illustrated in the table below for QCR controllers.

Parameter Reg Reg Request LORA Request Returned LORA ASCII Coded Returned String Returned HEX Returned
Hex ASCII Coded Hex Hex Payload Value Decimal
Payload
Temperature 400 190 >p0190# 3E 70 30 31 39 30 3c 70 30 31 39 30 30 30 30 30 30 <p0190000000C3# 000000C3 195
Sensor 23 30433323
Humidity Sensor | 401 191 >p0191# 3E 7030313931 3c 70 30 31 39 31 30 30 30 30 30 <p019100000114# 00000114 276
23 31313423

4.2 Writing Settings to the Device

It is also possible to write to any setting on the device using the Senticon’s common data protocol. The format is as follows to write
a setting to the device. Once the device has accepted the new setting, it will acknowledge the new value.

>P <4-byte Register> <8-bytes data> #

where
>P = specifies data request from the device, O0x3E50
<4-byte Register> = the device data register in HEX format e.g. Temperature Sensor Register is

400 = 0x0190
<8-bytes data> = the current value being sent in 8-bytes e.g. 0x00000334 = 820
# = end of message; ASCII to HEX = 0x23

The device will respond to the successful write with the following message: -

<p0 <4-byte Register> <8-bytes data> #
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Few examples are illustrated in the table below for QCR controllers.

Returned
Reg Write LORA Request Returned LORA HEX Returned

Parameter Reg Hex Value HEX Request ASCII Coded ASCII Code Returned String Value Integer
3E 50 30 3241 39 30 3c 70 30 32 41 39 30

Override Control 30303030303031 30303030303031

Mode 681 2A9 1 0001 >P02A900000001# 23 23 <p02A900000001# 00000001 1

Main Loop 3E 50 30 32 42 44 30 3c 703032424430

Nominal Setpoint 30303030304531 303030303046 32

(SPnom) 701 2BD | 225 00E1 | >P02BDO00000E1# | 23 23 <p02BD000000F2# 000000F2 242
3E 50 30 3243 42 30 3c 703032434230
303030303042 45 303030303042 45

Aux Setpoint 715 2CB | 190 00BE | >P02CB0O00000BE# | 23 23 <p02CB000000BE# | 000000BE 190
3E 50 30 32 46 39 30 3c 70 30 32 46 39 30
30303030333334 30303030333334

CO2 Setpoint 761 2F9 820 0334 >P02F900000334# 23 23 <p02F900000334# 00000334 820
3E 50 30 33 30 44 30 3c 70 30 33 30 44 30

Humidity 30 303030303339 30 303030303339

Setpoint 781 30D 57 0039 >P030D00000039# 23 23 <p030D00000039# 00000039 57
3E 50 30 33 30 32 30 3c 703033303230
303030303037 38 303030303037 38

VOC Setpoint 770 302 120 0078 >P030200000078# 23 23 <p030200000078# 00000078 120
3E 50 30 33 34 46 30 3c 70 30 33 34 46 30

Data Send 30303030303031 30303030303031

Interval 847 34F 1 0001 >P034F00000001# 23 23 <p034F00000001# 00000001 1

Storing Settings 3E 503033324230 3c 703033324230

to NonVol 30 303030303031 30 303030303031

Memory 811 32B 1 0001 >P032B00000001# 23 23 <p032B00000001# 00000001 1

Tip: You can use Reg847 to change the device’s LoraWan transmission interval. After change please also apply storage to the Non
Volatile memory by setting Reg811 to 1.
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